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General Information

1.1 Purpose

This document is a detailed guide for the install, uninstall, operation, configuration, and support of
the Sabre Customer Virtual Private Network Launcher (SCVPNLauncher).

1.2 Certified and Supported Operating Systems

The Sabre Customer Virtual Private Network Launcher (SCVPNLauncher) has been tested and
certified for use with the following operating systems. If the operating system is not listed below
then it is not certified nor supported at this time.

SCVPNLauncher should function on any operating system even though not certified on them all.

Windows 7 32Bit
Windows 7 64Bit
Windows 8 64 Bit
Windows 8.1 64 Bit
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Installation

2.1 Installation

2.1.1 SCVPNLauncher’s Java Utilization

The Sabre Customer Virtual Private Network Launcher (SCVPNLauncher) installation includes
Java. The use of SCVPNLauncher’s installed Java is to launch the Java Web Start application
with an always compatible version of Java.

2.1.2 SCVPNLauncher’s Installation Options

SCVPNLauncher is a simple install with all required components and contains no installation
options.

2.1.3 SCVPNLauncher’s Upgrade Functionality

When installing a newer version of SCVPNLauncher; SCVPNLauncher‘s automatic upgrade
functionality eliminates the need to uninstall the previous version of SCVPNLauncher.
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2.1.4 Running the SCVPNLauncher Installation as an Administrator

In certain cases, e.g. when the current user is not an Administrator, SCVPNLauncher must be
installed as an Administrator using the Windows “Run as administrator” feature. This section
describes the process for Windows 7 32 Bit / 64 Bit and Windows 8/8.1 64 Bit.

2.1.4.1 Windows 7 32 Bit / 64 Bit and Windows 8/8.1 64 Bit

To run the SCVPNLauncher installation exe (Example:
“Install_SCVPNLauncher_TN_x.x.x_x86_32Bit.exe”) as an Administrator on Windows 7
32 Bit/ 64 Bit and Windows 8/8.1 64 Bit, perform the following steps:

1. Right click on the SCVPNLauncher installation exe file and then left click on the “Run
as administrator” menu item.

(=5 |Eon =
\:)Q [ 1 » SCVPN Launcher + [ 42 || Search SCVPN Launcher 2|
Organize » Open Share with Mew folder g= - E] ':@:'
& Favontes i Name Date modified Type . 3
Bl Desktop &) Install_SCVPNLauncher TN_1.0.4_x86_32Bit.exe

Open
& Downloads

#  Run as administrator
=1 Recent Places :

Troubleshoot compatibility
[&f  Edit with Notepad++

= Libraries
3 Documents 3 Share with »
—. Music Restore previous versions
Pict
el Pictures Send to »
H Videos
Cut
/M Computer Copy

&, Local Disk (C3)
o Desktop (Vivboxs

Create shortcut

] Delete
% vmshare (01002 = Rename D
Install_SCVPMNLauncher_TMN_1.0.4 x86_32Bi... Date modified: 1/12/20 P .
roperties

PJ Application Size: 45.5 ME
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2.1.5 Installation

This section describes SCVPNLauncher’s installation.

1. Right click on the Sabre Customer Virtual Private Network Launcher (SCVPNLauncher)
installation executable file (Example:
“Install_SCVPNLauncher_TN_x.x.X_x86_32Bit.exe”) and then select the “Run as
administrator” menu item.

[F=3 [EoB =)
Jr— |
o9 [ 1. » SCVPN Launcher ~ | 4 || Search SCVPN Launcher Je)
Organize « Open Share with Mew folder 4= - E:l ':@'
 Eavorites - MName Date modified Type g
Bl Desktop €} Install_SCVPMNLauncher TN_1.0.4 x85_32Bit.exe Open
4. Downloads

L )  Run as administrator
= Recent Places = —
Troubleshoot compatibility

L‘}f’ Edit with Motepad++

4 Libraries
3 Dacuments 3 Share with 3
J"- Music Restore previous versions
Pict
=) Pictures Send to 3
B8 Videos
Cut
1% Computer Copy

&, Local Disk ()
® Desktop (\whoxs
% vmshare (110.0.: _

Create shertcut
Delete

1 LI Rename [

Properties

e Install_ SCWPNLauncher_TN_1.0.4 x86_32Bi... Date modified: 1/12/20
"J Application Size: 45.5 ME

Windows 7 and Windows 8 Operating Systems:
If you see the following window click on the “Yes” button:

¥/ User Account Contral @

&

-K_) Do you want to allow the following program from an
*unknown publisher to make changes to this computer?

-

Program name:  Install_SCVPMLauncher_TH_1.0.4_x86_32Bit.exe

Publisher Unknown
File origin: Hard drive on this cormputer
(v) Show details Yes || Mo

Change when these notifications appear
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The “File Extracting...” window and then “Windows Installer” window will appear will
appear.

File Extracting...

Extracting SCVFM Launcher Installer files.
This may take several minutes.

Please wait. ..

Windows Installer

| Preparing to install ..

2. After file extraction and installation preparation the “Please read the SCVPNLauncher TN
X.X (X.X.X) x86_32 Bit License Agreement” window will appear. Click on the “I accept the
terms in the License Agreement” check box and then click on the “Install” button.

i

13} sCVPNLauncher TN 1.0 (1.0.4) x86_32 Bit Setup o] @ [

Please read the SCVPHLauncher TH 1.0 {(1.0.4)
x86_32 Bit License Agreement

Sabre License Agreement -

This License Agreement ("Agreement”)
describes the terms and conditions applicable to
your (herein the "You" or "Your™) use of the
downloaded software ("Software™) being

Travel rovided to you by Sabre Inc. or its affiliate
Eabre / Network. | [Rgip o7 Yo ™Y
1. License. Sabre hereby grants You a

personal, limited, non-exclusive, non-
transferable, worldwide, royalty-free license to
access and use the Software solely for Your -

[¥]1 accept the terms in the License Agreement

Back Install ] [ Cancel
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3. The “Installing SCVPNLauncher TN x.x (x.x.X) x86_32 Bit” window will appear. Click on
the “Cancel” button if you need to cancel the installation.

15} SCUPNLauncher TN 1.0 {1.0.4) x86_32 Bit Setup o B [

! . Travel
Installing SCVPNLauncher TN 1.0 (1.0.4) x86_32 Bit ﬂ-bm /Hemnrt.

Please wait while the Setup Wizard installs SCVPMLauncher TH 1.0 (1.0.4) x86_32 Bit.

Status: Registering product

Back Mext Cancel

4. The “Completed the SCVPNLauncher TN x.x (X.x.x) x86_32 Bit Setup Wizard” window
will appear. Click on the “Einish” button to complete the installation.

e

13} sCVPNLauncher TN 1.0 (1.0.4) x86_32 Bit Setup o] @ [

Completed the SCVPNLauncher TN 1.0
(1.0.4) x86_32 Bit Setup Wizard

Click the Finish button to exit the Setup Wizard.

Travel
Esbre / Network.

ance

(]
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2.1.6 Installation Repair/Removal

This section describes SCVPNLauncher’s Repair/Removal procedures. After initial installation, if
the SCVPN Launcher becomes unstable or unresponsive, a repair from the installer can be
performed to attempt to correct the issues.

Additionally, the SCVPN Launcher can be removed from the system by running the installer and
selecting the remove option.

1. Right click on the Sabre Customer Virtual Private Network Launcher (SCVPNLauncher)
installation executable file (Example:
“Install_SCVPNLauncher_TN_x.x.Xx_x86_32Bit.exe”) and then select the “Run as
administrator” menu item.

(E=% ECR =<
\::_/."\_:/' | .+ SCVPM Launcher - | +4 | Search SCVPN Launcher j el |
Organize » Open Share with « Mew folder = - [l E@J
‘v Favorites i Name Date modified Type : i
Bl Desktop ;‘E) Install_SCVPMLauncher_TH_1.0.4_xB86_32Bit.exe

Open
& Downloads —
- — ®  Run as administrator
= Recent Places :
R Troubleshoot compatibility

g - . .
Edit with Notepad
=l Libraries & it wi otepad++

3 Docurments 3 Share with 3
.J'- Music Restore previous versions
Pict
| Pictures Send to 3
E Videos
Cut
1M Computer Copy

&, Local Disk (C)
5 Desktop (\Vwhoxs

Create shortcut

i Delete
% vmshare (110.0.: _ . o R .
_) Install SCVPNLauncher TN 10.4 X86 32Bi... Date modified: 112/20 o e
e Application Size: 45.5 ME
Windows 7 and Windows 8 Operating Systems:
If you see the following window click on the “Yes” button:
| User Account Contral @

e

U Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Prograrn name:  Install_SCYPMNLauncher_TMN_1.0.4_x86_32Bit.exe

Publisher Unknown
File crigin: Hard drive on this computer
(v) Show details Yes || Mo

Change when these notifications appear
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The “File Extracting...” window and then “Windows Installer” window will appear will
appear.

File Extracting...

Extracting SCVFM Launcher Installer files.
This may take several minutes.

Please wait. ..

Windows Installer

| Preparing to install ..

2. The “Welcome to the SCVPNLauncher TN x.x (X.X.X) x86_32 Bit Setup Wizard” window
will appear. Click on the “Next” button.

%) SCUPNLauncher TN 1.0 (1.0.4) x86_32 Bit Setup o] B (=S

Welcome to the SCVPNLauncher TN 1.0
(1.0.4) x86_32 Bit Setup Wizard

The Setup Wizard alows you to change the way
SCVPMLauncher TM 1.0 (1.0.4) x86_32 Bit features are
installed on your computer or to remove it from your
computer, Click Mext to continue or Cancel to exit the Setup

Travel Wizard,
Ezbre / Network,
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The “Change, repair, or remove installation” window will appear. For repair, click on the
“Repair” button to repair the SCVPNLauncher installation.

5] sSCVPNLauncher TN 1.0 (1.0.4) 86_32 Bit Setup o @ (=3
Change, repair, or remove installation Tovel
Select the operation you wish to perform, Eﬂb”e /NEMI?I*-

I3
[T ]
[l

SCVPNLauncher TM 1.0 (1.0.4) x86_32 Bit has no independently selectable
features.

1 Repair |

Repairs errors in the most recent installation by fixing missing and corrupt
files, shortouts, and registry entries.

Remove

Removes SCYPMLauncher TM 1.0 (1.0.4) x86_32 Bit from your computer,

After clicking on the “Repair” button, the “Ready to repair SCVPNLauncher TN Xx.x
(x.x.X) x86_32 Bit” window will appear. Click on the “Repair” button to execute the repair
procedure.

5! SCVPNLauncher TN 1.0 (1.0.4) »86_32 Bit Setup o] @ =

- Travel
Ready to repair SCVPNLauncher TH 1.0 (1.0.4) x86_32 “"bl"ﬂ /H.-,-Mnrk.

Click Repair to repair the installation of SCYPMLauncher TH 1.0 (1.0.4) x86_32 Bit, Click
Back to review or change any of your installation settings. Click Cancel to exit the
wizard,

Back “ Reepair | [ Cancel
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If the “Files in Use” window appears, select the “Close the applications and attempt to
restart them.” radio button and then click on the “OK” button.

-

5] SCVPNLauncher TN 1.0 (1.0.4) x86_32 Bit Setup =
Files in Use Travel
Some files that need to be updated are currently in use. Esbm /HEMBI*.

The following applications are using files that need to be updated by this setup. You can let
Setup Wizard dose them and attempt to restart them or reboot the machine later.

SCVYPMLauncher.exe

@ Close the applications and attempt to restart them.

() Do not dose applications. A reboot will be required.

[ ok [ Cancel ]

The “Installing SCVPNLauncher TN x.x (x.x.x) x86_32 Bit” window will appear. Click on
the “Cancel” button if you need to cancel the installation.

13} sCVPNLauncher TN 1.0 (1.0.4) x86_32 Bit Setup o] @ [

. . Travel
Installing SCVPNLauncher TN 1.0 (1.0.4) x86_32 Bit :-bm /NeMnrir.

Please wait while the Setup Wizard installs SCYPMLauncher TH 1.0 (1.0.4) x86_32 Bit.

Status: Registering product

Back Mext Cancel
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The “Completed the SCVPNLauncher TN Xx.x (x.x.X) x86_32 Bit Setup Wizard” window
will appear. Click on the “Einish” button to complete the installation.

15} SCUPNLauncher TN 1.0 {1.0.4) x86_32 Bit Setup o B [

Completed the SCVPNLauncher TN 1.0
(1.0.4) x86_32 Bit Setup Wizard

Click the Finish button to exit the Setup Wizard.

Travel
Ezbre / Network.

1

Canrel
=

i

The “Change, repair, or remove installation” window will appear. To remove the
SCVPNLauncher installation, click on the “Remove” button.

15! SCYPNLauncher TN1.0 (1.0.4) x86_32 Bit Setup o] B ==
Change, repair, or remove installation  _—
Select the operation you wish to perform. -E-Sbm /N-';'Mﬂrk.

I

ange

SCVPMLauncher TM 1.0 (1.0.4) x86_32 Bit has no independently selectable
features.

Repair ]

Repairs errors in the most recent installation by fixing missing and corrupt
files, shortcuts, and registry entries.

i Remove d

Removes SCVPMNLauncher TH 1.0 (1.0.4) x86_32 Bit from your computer,
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9. After clicking on the “Remove” button, the “Ready to remove SCVPNLauncher TN X.x
(x.x.x) x86_32 Bit” window will appear. Click on the “Remove” button to execute the
removal procedure.

3] SCVPNLauncher TN 1.0 (1.0.4) x86_32 Bit Setup o] @ |-

. Travel
Ready to remove SCVPNLauncher TN 1.0 (1.0.4) xBﬁ_Bﬁbre / Network.

Click Remave to remove SCYPMLauncher TM 1.0 {1.0.4) x86_32 Bit from your computer.
Click Back to review or change any of your installation settings. Click Cancel to exit the
wizard,

[ Back ]| Remaove | [ Cancel ]

10. The “Removing SCVPNLauncher TN x.x (X.X.X) x86_32 Bit” window will appear.

13} sCVPNLauncher TN 1.0 (1.0.4) x86_32 Bit Setup o] @ [

. . Travel
Removing SCVPNLauncher TH 1.0 (1.0.4) x86_32 Bit :"hﬂ /Hemnrir.

Please wait while the Setup Wizard removes SCYPMLauncher T 1.0 (1.0.4) x86_32 Bit.

Status:
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11. The “Completed the SCVPNLauncher TN x.x (X.X.X) x86_32 Bit Setup Wizard” window
will appear. Click on the “Einish” button to complete.

15} SCUPNLauncher TN 1.0 {1.0.4) x86_32 Bit Setup o B [

Completed the SCVPNLauncher TN 1.0
(1.0.4) x86_32 Bit Setup Wizard

Click the Finish button to exit the Setup Wizard.

Travel
Eﬂm / Network.

[Sabre Customer Virtual Private Network Launcher (SCVPNLauncher) User’s Guide — Travel Network] February, 2016
Confidential and Proprietary Sabre Inc.

13



Uninstallation

3.1 Uninstallation

SCVPNLauncher can be uninstalled from the Windows’ “Start Menu” for Windows 7, Windows
8 and Windows 8.1.

Please make sure that all applications that use SCVPN are shutdown prior to uninstalling
SCVPNLauncher.

3.1.1 Windows 7 Uninstallation

This section describes the process for running the SCVPNLauncher uninstaller from the Windows’
“Start” menu for Windows 7.

1. Click on the Windows “Start” menu and then click on “All Programs”. Click on the
“SCVPN Launcher TN” folder and then right click on the “Uninstall SCVPN Launcher”
menu item. Click on the “Run as administrator” menu item.

@ Default Programs
W' Desktop Gadget Gallery
& Internet Explorer

€ Windows DVD Maker
2 Windows Fax and Scan
€ Windows Media Center
@ Windows Media Player Troubleshoot compatibility
E_, Windows Update Open file location

< KPS Viewer [&f  Edit with Notepad++
. Accessories

'@' Run as administrator

Restore previcus versions

. Games

. Maintenance Send to »

. Motepad++
. Oracle VM VirtualBox Gues Cut
./ Sabre H55P Simulator Copy

| SCVPN Launcher TM
£} SCVPN Laucher
| SCVPN Launcher Relea Rename
'@ SCVPM Launcher User'
£} Uninstall SCVPN Launc

Delete

Properties

Back Help and Support

I (Shitdoin ™

| Search programs and files

e | - |
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The “User Account Control” window will appear. Click on the “Yes” button.

@" User Account Control @

g

@ Do you want to allow the following program from an
*unknown publisher to make changes to this computer?

Program name:  Uninstall3CVPMLauncher.exe

Publisher: Unknown
File crigin: Hard drive on this computer
(v) Show details Yes | [ No

Change when these notifications appear

The “Windows Installer” window will appear. Click on the “Yes” button.

Windows Installer 3

Are you sure you wart to uninstall this product ?

£ Yes { [ Mo

The following windows will appear. Click “Cancel” to cancel the uninstall.

Windows Installer

| Preparing to remove...

SCVPMLauncher TN 1.0 (1.0.4) x86_32 Bit

_ALd| Please wait while Windows configures SCVPNLauncher TH 1.0 (1.0.4)
- xB6 32 Bit

Gathering required information ...

e
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If the following window appears, select the “Automatically close applications and attempt
to restart them after setup is complete.” radio button and then click on the “OK” button.

.

SCVPNLauncher TN 1.0 (1.0.4) x86_32 Bit ==

The following applications should be closed before continuing the
install:

SCVPMLauncher exe

& Automatically close applications and attempt to restart them after
~ setup is complete.

(7 Do not close applications. (& Reboot may be required.)

ok | | Cancel |

When the “SCVPNLauncher TN x.x (x.X.X) x86_32 Bit” window closes SCVPNLauncher
has been uninstalled.
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3.1.2 Windows 8 Uninstallation

This section describes the process for running the SCVPNLauncher uninstaller from the Windows’
“Start” menu for Windows 8

1. Move the mouse pointer to the bottom left hand corner of the screen and click on the Windows
“Start” menu and then click on the “Start” menu button when it appears. The “Start” menu
will open. On the “Start” menu, find the “Uninstall SCVPN Launcher” icon.

$ O

Uninstall SCWPN
Java Web Start Launcher

E

SCVPN Laucher

2. Right click on the “Uninstall SCVPN Launcher” icon. This will put a check mark on the
“Uninstall SCVPN Launcher” icon and a menu will appear across the bottom of the screen.
Click on the “Run as administrator” icon on the bottom menu.

bi 'SP
Messaging Internet Explorer Store Games Camera Adobe Reader XI

gl &£ o

Uninstall SCVPN
SkyDrive Music Video Java Web Start Launcher

€}

Calendar Sports SCVPN Laucher

v

® ® & @

Unpin from Start  Pin to taskbar Uninstall Open new Runas Open file
window administrator location
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3. The “User Account Control” window will appear. Click on the “Yes” button.

Ay User Account Control

O Do you want to allow the following program from an
" unknown publisher to make changes to this computer?

Prograrn name:  Uninstall3CVPMLauncher.exe
Publisher: Unknown
File crigin: Hard drive on this computer

(V) Show details Yes

Change when these notifications appear

4. Continue to Section 3.1.4: Performing Uninstallation to complete the uninstallation.

3.1.3 Windows 8.1 Uninstallation

This section describes the process for running the “SCVPNLauncher” uninstaller from the
Windows’ “Start” menu for Windows 8.1.

1. Click the Windows “Start” icon in the bottom left hand corner of the screen. The “Start”
menu will appear.

2. Click the down pointing arrow at the bottom left hand corner of the “Start” menu screen to
show all apps.

Calendar

A

Finance

O,
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3. Locate the “Uninstall SCVPN Launcher” application under the SCVPN Launcher TN
application group.

S5CVPN Laucher
NEW

SCVPM Launcher
Release Notes

S5CVPN Launcher
User's Guide

Uninstall SCVPN._..
NEW

4. Right click on the “Uninstall SCVPN Launcher” icon. This will put a Check mark next to
the “Uninstall SCVPN Launcher” icon and a menu will appear across the bottom of the
screen. Click on the “Run as administrator” icon on the bottom menu.

@ Uninstall SCVPN... ¥
NEW

® 6 @

Start Pin to taskbar Uninstall Open new Run as Open file
window administrator location
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5. The “User Account Control” window will appear. Click on the “Yes” button.

Ay User Account Control

.

@ Do you want to allow the following program from an
*unknown publisher to make changes to this computer?

Prograrn name:  Uninstall3CVPMLauncher.exe
Publisher: Unknown
File crigin: Hard drive on this computer

(V) Show details Yes

Change when these notifications appear

6. Continue to Section 3.1.4: Performing Uninstallation to complete the uninstallation.

3.1.4 Performing Uninstallation

This section describes the process for uninstallation of the SCVVPNLauncher after the uninstaller
has been started in sections 3.1.2 and 3.1.3.

The “Windows Installer” window appears, click on the “Yes” button.

Windows Installer

Are you sure you want to uninstall this product?
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1. The “Windows Installer” and “SCVPNLauncher TN x.x (x.x.x) x86_32 Bit” windows will
appear if “Yes” was clicked. Click on the “Cancel” button if you need to cancel the uninstall
process.

Windows Installer

| Preparing to remove...

SCVPNLauncher AS 1.0 (1.0.4) x86_32 Bit

(Gathering required information ...

I [ o |

2. If the following window appears, select the “Automatically close applications and attempt
to restart them after setup is complete.” radio button and then click on the “OK” button.

SCVPNLauncher ~ .J , X86_32 Bit n

The following applications should be closad before continuing the
instal

SCVPNLauncher exa

o Automatically close appiications and attempt to restant them after
setup is complete.

() Do not close appications. (A Reboot may be required )

OK Cancel

When the windows close, the uninstallation will be complete and the program will no longer
exist on the system.
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Running SCVPNLauncher

4.1 Running the SCVPNLauncher

Sabre Customer Virtual Private Network Launcher (SCVPNLauncher) can be started with the
following steps. SCVPNLauncher can also be run from the Windows’ “Start” menu.

1. Double click on the “SCVPN Launcher TN” icon on the desktop.

2. The following Java window will appear when the SCVPNLauncher is run for the first time.

3. If SCVPN is being started after already running for the first time, the following startup dialog
will be shown.

Exbre. Customer VPN
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4. The “Security Warning” window will appear. Click on the “Continue” button.

Security Warning

Do you want to Continue?
The connection to this website is untrusted.

! : Website: https://sabrevpn.sabre.com:80

Mote: The certificate is not valid and cannot be used to verify the identity of this website.
Mare Information

| Continue || cancel |

5. Oninitial startup, the “Starting application...” window will appear showing the progress.

Starting application...

(]

Downloading application.

Locatiom: https://sabrevpn.sabre.com

Cancel

6. If the “Security Warning” window appears during installation, check the “l accept the risk

and want to run this application.” checkbox and then click on the “Run” button.

Security Warning

=5

Do you want to run this application?

Name: Sabre VPN
' E Publisher: Sabre Inc.
[ ]

Location:  htips://sabrevpn.sabre.com
Running this application may be a security risk

Risk: This application will run with unrestricted access which may put your computer and personal

information at risk. The information provided is unreliable or unknown so it is recommended not to
run this application unless you are familiar with its source

Unable to ensure the certificate used to identify this application has not been revoked.
More Information

Select the box below, then click Run to start the application

J| 1 accept the risk and want to run this application.;

Run ] | Cancel
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7. The first time SCVPNLauncher is run, the “Windows Security Alert” window may appear.
Select the type of network you are on and then click on the “Allow Access” button.

4 Windows Security Alert

G Windows Firewall has blocked some features of this app

Windows Firewall has blocked some features of Java(TM) Flatform SE binary on all public and
private netwaorks.

@ Name:

Publisher: Orade Corporation

Path: C:'\program files (x88)\scvpnlauncherjretbin
YipAauncher.exe

Allow Java(TM) Platform SE binary to communicate on these networks:
Private networks, such as my home or work network

[ ]Public networks, such as those in airports and coffee shops {not recommended
because these networks often have litHe or no security)

What are the risks of allowing an app through a firewall?

Allow access Cancel

8. After installation has completed, the SCVPN icon will appear in the Windows’ System Tray.

&5 5 Q) GE e 81T AM

Right click on the SCVPN icon to open the menu.

Status
Configure

Close

@ %, 0 ) i R 8:22 AM "

The “Status” menu item will display the applications that have connected through SCVPN
and their status.

Status
Configure

Close

@ % e ) i E R 823 AM "
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The “Configure” menu item provides the ability to configure SCVPN.

¢! Sabre Customer VPN - Configuration @

Ezbre Customer VPN

Logging Settings

Logging Level Medium v]

Logging Directory Ci\Users\CsD'y

Thesze changes will take effect the next time the
SCWVEN s started.

Proxy Settings

i@ Use direct connection

(71 Enable proxy

Enable prosxy authentication

Ok ] [ Cancel

The “Close” menu item will close SCVPN.
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4.2 Using SCVPN Enabled Applications

This section describes the process for using SCVPN enabled applications with the SCVPN
Launcher (For example: SJPM version 1.7.21 and SNTE version 2.3.33 and later are compatible
with SCVPN).

1. After a SCVPN enabled application launches and it attempts to connect to Sabre, the “Sabre
Customer VPN - Login” window will appear.

¢ Sabre Customer VPN - Login @

Ezbre Customer VPN

Agent ID

Password

PCC

Remember Agent ID and PCC

cancel

2. Type credentials into the fields and then click on the “Sign In” button.

3. To verify the application is using SCVPN, right click on the SCVPN Launcher Windows’
System Tray icon and then select the “Status” menu item. Verify the application executed is
listed under the status and green.

Status

Configure

Close

SR ) i AL
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4.3 Shutting down SCVPNLauncher

This section describes the process to shut down the SCVVPNIauncher.

1. Shut down all applications that make use of the SCVVPNIlauncher.

2. Right click on the “SCVPNLauncher” icon in the Windows’ System Tray and then click on
the “Close” menu item. This will close SCVVPNIauncher.

Status

Configure

Close

Ol o N TR
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Troubleshooting

5.1 Enable SCVPNLauncher Logging

If any issues arise during SCVPNLauncher execution, your Sabre Representative may ask you to
collect log files on the operation of the SCVPNLauncher. Follow the steps below to launch
SCVPNLauncher and enable logging

1. If SCVPNLauncher is running, right click on the Windows System Tray icon and then select
the “Close” menu item.

2. From the Windows “Start” menu, click on the “SCVPN Launcher Java Configuration”
menu item under the “SCVPN Launcher TN” folder. The “Java Control Panel” window
will appear.

|2/ Java Control Panel [E=S =
General | Java | Security | Advanced

About

View version information about Java Control Panel,

Network Settings

Network settings are used when making Intemet connections. By default, Java will use the network
settings in your web browser. Only advanced users should modify these settings.

Network Settings. .

Temporary Internet Fies

Files you use in Java applications are stored in a spedil folder for quick execution later. Only

advanced users should delete files or modify these settings.
Settings...

Javain the browser is enabled.

See the Security tab

oK Cancel Apply

3. Click on the “Advanced” tab and then click on the checkboxes next to the “Enable Tracing”
and “Enable Logging” items under “Debugging”.

|£:| Java Centrol Panel EI = @
General | Java | Security | Advanced
Debugging g

----- 7| Enable logaing
-[7] Show applet lifecycle exceptions
Java consale
Shaw consale

m

(@ Hide console
Do not start console
Default Java for browsers
io[T] Microsoft Internet Explorer
----- Mozilla family
Shorteut Creation
Always allow
Always allow if hinted
Prompt user
@ Prompt user if hinted
Never allow
INLP File/MIME Assodiation
----- Always allow
(@) Prompt user
----- Never allow
Application Installation
@ Install if hinted
Install if shorteut created
Instal if hinted and shorteut
Never instal
Secure Execution Environment -

[ oK H Cancel H Apply
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4. Click on the “Apply” button and then click on the “OK” button to close the window.
5. Next, open a Command Console.

Windows 7:

a. Click on the Windows “Start” menu and then type in “cmd” in the “Search
programs and files” field and then press the “Enter” key.

Programs (1)
| Bl cmd.exe
Files (4)

myuuids.cmd
|| Client3.java

|| Clientjava
|| VersInfoEx.veproj

p See more results

[ cmd x| | shutdown | » |

[=le efulalelm

Windows 8 and 8.1:

a. Move the mouse to the bottom right hand side of the screen until the system menu
appears on the right hand side of the screen and then click on the “Search” icon.
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b. Type in “cmd” in the “Search” field and then press the “Enter” key.

6. Inthe “Command Prompt” window, type in the following command and then press the
“Enter” key to navigate to the SCVPNLauncher program files directory.

For 64 bit systems:
cd "C:\Program Files (x86)\SCVPNLauncher TN"

For 32 bit systems:
cd "C:\Program Files\SCVPNLauncher TN"

7. In the same Command Prompt window, type in and run the following command to start the
SCVPNLauncher in debug mode:

SCVPNLauncher.exe —-debug

W Command Prompt EI@

Microzoft Windows [Uerszion 6.1.76881 -
Copyright <c> 28@? Microsoft Corporation. All rights reserved.

C:M\UserssCE5D>cd “"C:wProgram Files (x86>“SCUPMLauncher_TH"

C:~Program Files <¢x86>~S5CUPNLauncher_TH>SCUPHLauncher -debug_
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8.

10.

The following window will appear, providing debug information about the start of the
application.

Java(TM) Web Start 1145.2.15-fcs ﬂ

{ 0  Launching: C:\Program Files
! (B6\SCYPMLauncher_TNjre\bin\javaw.exe

N C\Program Files (:86)\SCVPMLauncher_TN\jre\bin'javaw.exe
-classpath
C\Program Files (x86)\SCVPMNLauncher_TN\jre\lib\deploy.jar
-Djava.security.policy=file:C:\Program Files
(EE\SCVPMLauncher_TNAjre\lib\security\javaws.policy
-DtrustProxy=true
-Kverifyiremote
-Djnlpx.home=C:\Program Files (:B6\SCYPNLauncher_TN'jre\bin
-Djava.security.manager

-Djnlpx.origFilenameArg=C:\Users\CSDYAppDatatLocallow'\SuntJaval
Deployment\cache\6.0"3\6fbdb245-12421edb

-Djnlpx.remove=false

-Dsun.awt.warmup=true

-Xbootclasspath/a:C:\Program Files

(86N SCVPMLauncher_TN\jre\lib\javaws.jar, C:\Program Files
(@86\SCVPMLauncher_TN\jre\lib\deploy.jar;C:\Program Files
(xBBNNSCVPMLauncher_TNAjre\lib\plugin.jar

-Djnlp.sabrevpn.env=

-Djnlp.sabrevpn.env.suffix=

-Djnlp.sabrevpn.dist=tn

-Djnlp.eclipse.security=osgi

-Djnlpx.splashport=65168

-Ddeployment.trace=true

-Ddeployment.trace.level=all
-Djnlp.application.href=https://sabrevpn.sabre.com/scvpn/start_tn jnlp
"-Djnlpxjvm=C\Program Files

(861, SCVPMLauncher_TNjre\bin'javaw.exe”
-Djnlpx.vmargs=LURgbmuowlnMNhYnJldnBul mVudj0ALURgbrzowlnMNhY
nlldnBulmVudiSzdWZmaXg9AC1Eam5scCozYWhZXZwhiSkaXMOPXRu
AC1Eam3scCaIY2ZipcHNILNNIY3VyaXRSPWOzZ2kALURKZXBsh3HZWS0L
nRyYWNIPXRydWUALURKZXBsb3tZW50LnRy YWNILrnddmVsPWFsbAA
tRGpubHAUYXBwbGlYXRpb24uaHJIZj1 cdHRweczovL3MhYnlldnBulniNh
YnJILmNvb33zY¥3Zwbi9zd GFydFI0biSgbmawAi==
com.sun.javaws.Main

-wait

-verbose

-notWebJava

C\Users\C5D\AppData'\Locallow\Sun'Java\Deployment\cache\6.0\5\6
fbdb245-12421edb

oK

Make a screenshot of this window, save it and send with the log files. Click on the “OK”
button to continue launching the application.

After reproducing the issue, close the SCVPNLauncher by right clicking on the Windows
System Tray icon and then clicking on the “Close” menu item.

Open Windows Explorer and then navigate to the following directory, replacing
“<username>" with the current logged in user:

C:\Users\<username> \AppData\Locallow\Sun\Java\Deployment\

Note: The “Appbata” directory is a hidden directory and may not be visible; type it in
manually into the title bar to navigate to the directory.
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11. The following directory contents will be visible to the user.

=iE]0=]
—
\ Jw| . <« CSD » AppData » Locallow » Sun » Java » Deployment » - |+ Search Deployment Fel ‘
u PP ploy! T %
Organize * = Open Include in library « Share with + Mew folder iz« @
J SPL 0 Name ° Date modified Type Size
| temp .
- . cache 12/14/201512:39 ... File folder
o Test ;
€ . log 2/8/201610:19 AM  File folder
.t —
Tmp| O ) security 12/15/20151:21 M File folder
- U°° : i tmp 1/8/2016133PM  File folder
= ;CE:D ] deployment.properties 2/8/2016 10:19 AM  PROPERTIES File 2K8
A i
log Date modified: 2/8/2016 10:19 AM
[ File folder

12. Right click on the “log” folder and then select “Send to” and then “Compresses (zipped)
folder” menu items.

@@v| %« Sun » Java » Deployment » - | 3 || Search Deployment P|
Organize » o Open Include in library « Share with « MNew folder = » [0 @
A Eavorites MName Date modified Type

MR Desktop .. cache 1/15/201610:25 AM  File folder
& Downloads L. javaws 1/6/2016 10:56 AM  File folder
| Recent Places | log 2/8/201611:24 AM  File folder
. sEC Open /15/2016 10:24 AM  File folder
4 Libraries . tmp Open in new window /26/20161:03 PM  File folder
D t ] /8/2016 11:24 AN { 4 i
@ ocuments - 7] dep| Share with 5 8/2016 11:24 AM PROPERTIES File
J’ Music ) .
) Restore previous versions
[ Pictures o
. Include in library >
B Videos
Send to ¥ || 1, Compressed (zipped) folder
18 Computer Cut Pl Desktop (create shortcut)
&, Local Disk (C) Copy [& Documents
5 Desktop (Viwboxs| | =5 Fax recipient
¢ vmshare (W10.0.: Create shortcut ) Mail recipient
. o S — EE'E"E &, Local Disk (C)
e R Eae
Desktop (WViwboxsrv) (B
log Date modified: = Pl L5
i | File folder Properties Lp¢ vmshare (\10.0.2.2) ()
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13. A new zip file will be created with the contents of the log folder. Give the zip file a relevant
name.

=N (BT =
@@v| J % Sun » Java » Deployment » - | 3 | | Search Deployment pe |
Organize « - Open = Share with « MNew folder §== ~ i @
r Favorites MName Date modified Type
B Deskiop | cache 1/15/2016 10:25 AM  File folder
4 Downloads | javaws 1/6/2016 10:56 AM  File folder
2| Recent Places | log 2/8/201611:24 AM  File folder
| security 1/15/2016 10:24 AM  File folder
- Libraries J tmp 1/26/20161:03 PM  File folder
@ Documents A 7| deployment.properties 2/8/201611:24 AM  PROPERTIES File
o Music T | 2/8/2016 11:26 AM  Compressed (zipp
[&5] Pictures
E Videos
18 Computer
&, Local Disk (C:)
L Desktop (whowxs| |
g# wnshare (W10.0.:
[ S—— 2 | n b
j log.zip Date modified: 2/8/2016 11:26 AM
i Compressed (zipped) Folder Size: 9.79 KB

14. Send this zip file and screenshot from step 9 to your Sabre Representative.
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5.2 SCVPNLauncher Java Web Start Cache Clearing

If any issues are encountered with the operation of the SCVPNLauncher, a good first step is to
clear the application from the Java Web Start Cache.

This operation will force the SCVPNLauncher to re-download the application from the internet
before starting it up.

1. If SCVPNLauncher is running, right click on the Windows System Tray icon and then select
the “Close” menu item.

2. Open a command prompt (See Step 6 of Section 5.1).

3. Inthe “Command Prompt” window, type in the following command and then press the
“Enter” key to navigate to the SCVPNLauncher program files directory.

For 64 bit systems:
cd "C:\Program Files (x86)\SCVPNLauncher TN"

For 32 bit systems:
cd "C:\Program Files\SCVPNLauncher TN"

4. Inthe same Command Prompt window, type in and run the following command to start the
SCVPNLauncher in debug mode:

SCVPNLauncher.exe —-clean

B C:\Windows\system32\cmd. exe [l ==

Microsoft Windows [Verszion 6.1.76881 -
Copyright {c> 2808? Microsoft Corporation. All rights reserved.

C:sUserssC8D>cd "C:M\Program Files (x86>~S5CUPHLauncher_TH"
C:“Program Files (x86>SCUPHLauncher_ TH>SCUPHLauncher.exe -clean_

The SCVPNLauncher will start, but show the Java splash screen instead of the SCVPN splash
screen.
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5.3 SCVPNLauncher Java Web Start Proxy Configuration

If any issues are encountered with the SCVPNLauncher using the machine’s proxy settings, the
Java Proxy Configuration for the installed JRE may need to be configured.

The following are the steps to open the proxy configuration:

1. From the Windows “Start” menu, click on the “SCVPN Launcher Java Configuration”
menu item under the “SCVPN Launcher TN” folder. The “Java Control Panel” window
will appear.

2. Click on the “Network Settings...” button on the “General” tab.

|£: Java Control Panel EI & @

GEHEF3|§| Update I Java I Security I Advanced

About
View version information about Java Control Panel.

About...
Network Settings

Network settings are used when making Internet connections. By default, Java will use the network
settings in your web browser. Only advanced users should modify these settings.

MNetwork Settings. ..
Temporary Internet Files

Files you use in Java applications are stored in a spedial folder for quick execution later. Only
advanced users should delete files or modify these settings.

Settings... I I View...
Java in the browser is enabled.
See the Security tab
Cancel Apply
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The “Network Settings” window will appear.

Metwork Settings @
Use proxy settings from your default browser to connect to the Internet.

Use proxy server

Address: Port: (30 Advanced...
Bypass proxy server for local addresses
lUse automatic proxy configuration script
Script location:

Direct connection

[ 0K H Cancel |

The following options are used to configure the proxy. Enter the desired configuration and
then click on the “OK” button to save the settings and close the window. Then click on the
“OK?” button on the “Java Control Panel” window.

o “Use browser settings”
Use the proxy settings configured in the Internet Options Control Panel.

e “Use proxy server”
Configure the proxy server directly with an address and port.

e “Use automatic proxy configuration script”
Configure the proxy by use of a configuration script.

e “Direct connection”
No proxy is used.
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